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Risks of 10T (Internet of Things) systems;
loT people loves “own private silo”

1) Not “the |” (Internet),
but “ani” (internet)
2) Poor security measures.....
Needs Security-by-Design for Trust
3) Closed open source cloud forums
Needs Interoperability




“?’I\)e-Silo-ing”

(1) Big hurdle for
Big-Data with A.l.

Vertical Lock-on
by silo (stove & pipe)

Cvyber-Security

as mandatory

[ Horizontal Cooperation

e.g., data-centric
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loT Devices

* Long time ago : Analogue Machinery Operation

20t century : Program(=Digital) Operation
* No logging, no memory
* Software Defined, but Fixed program

* 215t century : “On-line” Operation

* Generate d|g|ta| data and send it to DC ) ) ) )

* Analyze data and sent it to device to control it
e Software Defined Infrastructure with on-line updating
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