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Industrial Cyber Security
The Potential Risk To Your Business

Adam Bown
Cyber Security Consultant
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Overview

= What is security? tF+1Urs&(Ea]h ?

= What is cyber security? Y4 /\—tF1UF1&(EAIN ?

» Corporate IT Systems vs Industrial Control Systems
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= Why is Cyber Security Important? R2EHA }(‘—t:F:LUv_'ﬁﬂO)b‘ ?

= Our Success stories T—AZHT 4
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What is Security? t3aUss&(3ah ?

A secure condition or feeling The_ safety of a state, company etc. against
espionage, theft or other danger
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Free from fear or anxiety Safe against attack; impregnable

WE(CHUTEET., S5

RN SRENTUS papnid iy

a8 S é} i : ®
:== PEN KY Functional Safety & Cyber Security ©TUV Rheinland Japan Ltd. 2017 T UV R hEI n la n d

ATUV Rheinland Company Precisely Right.



What is Cyber Security? Y4 /\—tF1UF1&(EAH ?

Cyber security is the practice of defending information from:
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The Cornerstones of IT Security ITEF1UT1DIRXEZR
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Cyber Security and Functional Safety
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Cyber Security B/)\—tF1UF1

Defence against negligent and
wilful actions to protect devices
and facilities
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Priorities — Corporate vs Industrial
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Corporate IT Systems ﬁ%a)lT:/Z?_'l\
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Confidentiality — Integrity — Avallability + Safety
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Confidentiality Integrity
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Why is Cyber Security Important? — Industry Wide
BREYAN-CFIVTHEBRON ? EREMICHNT

56% of all cyber attacks last year were Phishing, up from 38% the previous year.
U.S. companies and government agencies suffered a record 1,093 data breaches last year, a 40% increase

from 2015.
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British insurance company Lloyd’s estimates that cyber attacks cost businesses as much as $400 billion a
year, including direct damage plus post-attack disruption to the normal course of business.
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The cost of data breaches will increase to $2.1 trillion globally by 2019, increasing to almost four times the
estimated cost of breaches in 2015.
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Why Is Cyber Security Important? — Industrial Examples
BREYAN-TFIUTHEZRON ? SHl

Kemuri Water Company (Pseudonym), 2016: Hackers gained access to PLC'’s and
manipulated the chemical levels used to treat water.
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Phishing attack damaged a blast furnace at a German steel mill - Annual report of the
German Federal Office of Information Security 2014
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SCADA honeypot was created and attacked within 18 hours of going live. 39 attacks over
28 days from 14 different countries.
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Why is Cyber Security Important? — Industrial Examples

Destruction of a pump used by a US water utility after gaining access to the industrial
control system
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225,000 people lost electricity in Ukraine when a power plant had it’s ICS manipulated.
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Our Success Stories BT AAN-1)—
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Invented for life
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Pre-empt an attack,

minimise risk
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Manufacturing — Filling, processing and packaging
6200 employees worldwide
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Penetration Test Vulnerabilities were low.
Used TUV advice to eliminate the
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Our Success Stories BIJTZAA M=) —

LANXESS

Energizing Chemistry

Sector: Manufacturing - producing chemicals, plastics, rubbers
Size : 16,000 employees, 50+ sites
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analyse traffic, looking for
patterns, threats
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Contact Detalls.
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